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CluesAI 
DarkBlue Intelligence Suite

Meet CluesAI, your new automated investigative assistant. 
Powered by generative AI, with best-in-class Anthropic Large 
Language Models (LLMs) and the power of AWS Bedrock, 
CluesAI harnesses the powerful data of the DarkBlue® 
Intelligence Suite to enable faster deanonymization of dark 
web threat actors.
KEY FEATURES

Run down leads faster
Save time and uncover hidden connections as CluesAI cross-references deanonymizing 
data against the most relevant DarkBlue records, helping you rule out dead ends and 
pivot to the most actionable leads.    

Exploit historical threat actor mistakes
Use the CluesAI versions report to reveal what has changed between previous versions 
of a site and learn how you can exploit that information to deanonymize threat actors. 

Verify results and check sources
CluesAI cites the DarkBlue records used in its report, reducing the chance of 
hallucination and ensuring you can check its work and retrace its steps.

For more information about CluesAI 
and to request a free trial today, please 
contact: info@darkblue.caci.com
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Transparent process for better insight

We know you need to understand what’s going on “under the hood” of CluesAI, and 
that’s why we’re transparent about our process. When you run CluesAI, a custom script 
pulls all the potentially deanonymizing data — email addresses, crypto wallets, and port 
scans — and queries our database for all associated records. The 10 records with the 
most relevant data are sent through AWS Bedrock to Anthropic’s Claude 3.5 generative 
AI model with a system prompt designed to mimic the report-writing processes of our 
human analysts. This model summarizes the information received and sends back an 
intelligence report, parsing out high value insights and citing the records used. 

Top-notch security

We use rigorous security and privacy protections to ensure search information from 
CluesAI is never shared outside DarkBlue and to prevent CluesAI data from being used 
to train other AIs that threat actors might have access to.

Hallucination control

We connect the dots to locate underlying connections and only use generative AI at the 
final stage to summarize findings. This ensures ClueAI isn’t guessing at the answers, but 
rather relaying them in a digestible way.

About CACI’s DarkBlue Intelligence Suite 

CACI’s DarkBlue Intelligence Suite is the established leader in dark web exploitation. 
Our mission-focused technology, analyst-led training, and tailored services empower 
clients to operate within hidden portions of the information environment effectively. 
DarkBlue provides national security, intelligence, and law enforcement communities 
with safe, persistent, and holistic access to identify, target, and track dark web threat 
actors globally.

Unlock new leads and enhance investigations 
with automated intelligence reports


