Archon Director

Security information and event management (SIEM)
for CSfC

For more information about Archon
Director and the Archon Suite of secure
network computing solutions, visit
caci.com/archon

Administrators can not afford to wait for a monthly review to
realize that a device connecting to a classified network has
been compromised.

If, for example, a device certificate has connected from two separate areas of the world,
it needs to be known immediately. The challenge most cyber teams face is having the
capability to collect, sort, and monitor data in real time to meet the National Security
Agency’s (NSA) continuous monitoring annex requirements.

Archon Director monitors and reports events for Commercial Solutions for Classified
(CSfC) gateway, collecting the data and providing custom-built dashboards that alerts
personnel to compromises and interruptions in service as soon as they happen.
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The Archon Director difference

COMBINED REPORTING SIMPLIFIED NSA AUDITS DIRECT FILE TRANSFER
Collects and combines data Custom dashboards allow Supports the ability to transfer
from three different CSfC easy access to data that to an enterprise SIEM on your
enclaves: black, gray, and red. aligns with the NSA’s secure network through the
Continuous Monitoring Annex. use of an approved cross-

domain system.

FEATURES

e (CSfC compliance with a custom-built dashboard: Archon Director provides NSA
CSfC compliance with a custom-built dashboard exportable to the enterprise SIEM
environment with continuous monitoring that combines logs, NetFlow, connection
status, and alerts.

e Allows users to easily pull data for NSA audits for test annex: Custom
dashboards make it simple to view the correct data and logs for specific NSA tests,
as well as alert personnel to actionable events for specific systems.

Archon Director provides the dashboards for enterprise-class monitoring of the CSfC
environment and compliancy for the required in NSA’s continuous monitoring annex.

About the Archon Suite

Empower your end-users to securely work from anywhere at any scale. From next-
generation devices to hardware and data services, the Archon® Suite of CSfC
capabilities make securing your edge simple, fast and efficient.
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