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Unlock new leads with CluesAl

CluesAl: automated summarization and FOR MORE INFORMATION

Contact info@darkblue.caci.com to
learn more about CluesAl and to
request a free trial today.

deanonymization to enhance your investigations

Meet CluesAl, your new automated investigative assistant. Powered by generative
Al, with best-in-class Anthropic Large Language Models (LLMs) and the power of
AWS Bedrock, CluesAl harnesses the powerful data of the DarkBlue® Intelligence
Suite to enable faster deanonymization of dark web threat actors.

Rather than manually combing through DarkBlue records for email addresses,
PGP keys, and other potentially useful data, then manually cross-referencing each
one, let CluesAl do it for you. In one click, return a summary of site activity and a
report showing what potentially deanonymizing data CluesAl was able to cross-
reference from relevant DarkBlue records. Save time by ruling out dead ends and
quickly retrace breadcrumbs.

CluesAl cites its sources, so you can check its work and easily pivot to the records
used inits report.

caci.com/darkblue



QUICKLY GENERATE AN ACTIONABLE REPORT
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FILTER FOR SPECIFIC DEANONYMIZING FIELDS
CluesAl works by cross-referencing our database for specific fields that might help deanonymize threat actors.
You can filter for any records that are CluesAl-enabled, or you can filter down to only the ones that interest you:

Email addresses - Crypto:
IP addresses - Bitcoin

- PGP keys - Monero

- Analytics IDs - Litecoin
Crypto SSH fingerprints - Ethereum
Vendor names - Solana
Infrastructure - Tron
configuration details - OFAC Sanctioned

GET VERIFIABLE RESULTS

We know you need to check our work and trace our steps. That's why CluesAl cites its sources. You can see all the
connected records used in your report or use the view evidence function to pivot to all the cards in search view.
With CluesAl, the information you need isn't hidden, it's highlighted.

ABOUT CACI'S DARKBLUE INTELLIGENCE SUITE

CACI's DarkBlue Intelligence Suite is the established leader in dark web exploitation. Our mission-focused technology,
analyst-led training, and tailored services empower clients to operate within hidden portions of the information
environment effectively. DarkBlue provides national security, intelligence, and law enforcement communities with safe,
persistent, and holistic access to identify, target, and track dark web threat actors globally. To learn more, visit
https://www.caci.com/darkblue.

ABOUT CACI

At CACl International Inc (NYSE: CAC), our 24,000 talented and dynamic employees are ever vigilant in delivering distinctive expertise and differentiated
technology to meet our customers’ greatest challenges in national security and government modernization. We are a company of good character, relentless
innovation, and long-standing excellence. Our culture drives our success and earns us recognition as a Fortune World's Most Admired Company. CACl is a
member of the Fortune 1000 Largest Companies, the Russell 1000 Index, and the S&P MidCap 400 Index. For more information, visit us at caci.com.
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