DeviceCondo

Smartphone Lockers for the National Security Workforce

Mobile devices are nearly ubiquitous in everyday life, with many of us using
them frequently for tasks ranging from communications, to scheduling,

to online banking. However, the national security workforce serves many
critical missions that often require it to work in secure environments that
prohibit access to mobile phones and smart devices. Despite these limita-
tions, industrial security processes can be maintained and keep up with the
habits of this mission-focused workforce, thanks to CACI technology.

With its distinctive form and underlying DeviceX™ technology, CACI’s
DeviceCondo secure locker system offers remote access to smartphones
for cleared workers who have to leave their devices behind when they
enter a sensitive compartmented information facility (SCIF). Using
DeviceCondo, employees can remotely control a personal or company-
issued mobile device on unclassified networks. Connected with
DeviceCondo, users can view device notifications, check text messages,
access social media accounts, and even use cellular service or Wi-Fi for
internet connection. With DeviceCondo, national security workers can now
remain connected to their digital lifestyles while still adhering to security
requirements — without having to check in and out of SCIFs.
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Features

Supports most Android devices
and the latest version of the
Android mobile operating system,
Android 13

iOS device support planned for
February 2023

Hosted on unclassified networks
alongside corporate IT systems
and applications such as Microsoft
Teams and Outlook

DeviceCondo design built to
adhere to U.S. Government
security standards and practices;
system can be hosted without
facility security officer (FSO)
approval in many cases

Uses the same login credentials as

email and adapts to policies like
2FA and password strength

Privacy features:

— Network traffic on connected

phones not visible to
administrators

— Individual user activity is

not visible

Benefits

Enables access to personal devices
from SCIFs, saving transit time
from facilities to check devices

Improves job satisfaction of
younger recruits by eliminating
common reason given for national
security talent leaving positions
—lack of access to digital devices
from secure spaces

Allows workers to more easily
maintain personal communications
without limitations
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How DeviceCondo Works

DeviceCondo's software, based on CACI’s DeviceX technology, can be
used on unclassified terminals to grant access to secured mobile devices.
DeviceCondo users can:

= View app notifications

Check SMS and group messaging
= Browse social media applications without restrictions to specific programs

= And more

For users working in a SCIF, a worker will ‘badge’ into a DeviceCondo system
located outside the secure facility. They then connect personal or work-
issued smartphones or devices to the DeviceCondo, and lock the door.

After entering the locker number and scanning personal identification, the
worker enters the SCIF and logs into the facility’s secured computer.

By visiting an unclassified, secure online internet site and authenticating
user information, the worker can now access and control their device via
web browser interface. When the user leaves the SCIF, they unlock the
locker and remove their device.
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CACI’s approximately 22,000 talented employees are vigilant
in providing the unique expertise and distinctive technology

that address our customers’ greatest enterprise and mission
. . Visit our website at:
challenges. Our culture of good character, innovation, and )
Wwww.cacl.com
excellence drives our success and earns us recognition as
X . Find Career Opportunities at:
a Fortune World’s Most Admired Company. As a member http://careers.caci.com/
of the Fortune 1000 Largest Companies, the Russell 1000

Index, and the S&P MidCap 400 Index, we consistently

Connect with us through social media:
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deliver strong shareholder value. Visit us at www.caci.com.



