Document Exploitation

Helping the U.S. Army Rapidly Extract Key Information from Seized Documents

The Challenge

In the course of performing its mission to protect and serve U.S. citizens, the U.S. Army uncovers vast numbers of documents in many formats and languages. When documents are suspected of containing information of strategic or tactical significance, rapid interpretation is necessary to determine the response.

Often, however, the numbers of documents are too great and the translators too few, hindering the Army’s ability to quickly establish which documents contain critical information. In addition, several seizures may occur over a short period, and documents often must be preliminarily evaluated where they are captured.

The Solution
In October 2002, the Army approached R.M. Vredenburg & Co to build a document and workflow management model that would demonstrate how a number of language exploitation technologies could be integrated into a seamless workflow for troops in the field.
CACI had been working with the Army Research Laboratory (ARL) on a project to enhance images and improve the quality of optical character recognition (OCR). The project was part of the Language and Speech Exploitation Research (LASER), a program sponsored by several defense agencies that had produced a number of OCR and machine-translation technologies.

Through the ARL engagement, Army leaders recognized CACI’s industry expertise and the capabilities of the CACI HighView® document management technology. After evaluating the model, the Army tasked CACI with building the solution for a live exercise.
Combining industry expertise, knowledge of the LASER program’s technologies, and CACI HighView, CACI created a solution called CACI Document and Media Exploitation (DOMEX), which applies business rules and logic to automate the use of sophisticated OCR and machine translation technologies. CACI DOMEX does not require deep subject matter or document processing knowledge and enlarges the potential pool of document analysts.

Using CACI HighView technology, CACI DOMEX routes scanned paper and electronic documents/images through human screening and machine translation to a single repository that supports advanced search functions. Images and data can be ranked and indexed, and they are immediately available for human translation or review. The system recognizes 190 languages and can assist in translating 47 languages.
The success of CACI DOMEX rests not in its ability to directly translate but to provide enough translation for faster priority ranking of documents. A ground unit looking at 10 file cabinets full of documents can quickly scan them into a laptop or type enough words to rapidly identify and sort the documents for easy retrieval and ranking.

As a result of its effectiveness, the Army Intelligence and Security Command (INSCOM) has expanded the use of CACI DOMEX to several groups within the Army and to other intelligence organizations.

The Benefits

CACI DOMEX provides adaptable document exploitation capability in a deployed, austere field environment. It has been shown to improve and automate the identification, prioritization, and management of documents with unknown content.
Other benefits include:

· Better accuracy in prioritizing potentially important documents
· Effective field-level processing enabled by ruggedized laptops and portable scanners

· Faster integration of useful data into ongoing operations resulting from field-level refinement and rapid transfer to headquarters

· Ease of adding new capabilities

The Bottom Line

With CACI Document and Media Exploitation (DOMEX), the Army can extract useful intelligence from multilingual sources 8 to 10 times faster than using traditional manual methods. Using advanced recognition, translation, and indexing techniques, the solution also provides:

· Minimized risk of missing key information

· Better ability to rapidly prioritize, analyze, and translate documents
· Near real-time ability to update headquarters

· Increased chance of finding the “needle in the haystack” to locate terrorists or prevent attacks
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